October 31, 2006
Benchmarking Action Plan – 3rd DRAFT

1. Background
1.1 Executive Order S-20-04 and the Green Building Action Plan

The State of California Executive Order S-20-04 of December 2004 calls for a 20% reduction in State building energy use by 2015. In addition, the Order requires that an energy use benchmark be calculated for all State buildings, to facilitate comparison to the 2003 energy use baseline and to other buildings. 

The Green Building Action Plan, which accompanied Executive Order S-20-04, directs the California Energy Commission to perform the following three tasks related to the creation of energy-use benchmarks:
1. Develop an energy-use benchmarking system that is simple, California-specific, and coordinated with the ENERGY STAR benchmarking system maintained by the United States Environmental Protection Agency (US EPA).

2. Develop a benchmarking plan to include all State and private commercial buildings in California (using the system from Task 1)
3. Develop an information system for disclosing the benchmarking information to lenders and tenants, and to buyers at the time of sale.

The Energy Commission formed the Benchmarking Advisory Work Group to support this effort, provide implementation and strategy advice, and to develop this Action Plan for addressing these goals.  The Work Group is made up of interested parties from utilities, state agencies, federal EPA and the private sector (see Appendix B).
1.2 Definition of Benchmarking

The most basic function of a benchmark is to indicate the energy use of a building for a given period of time. Typically, however, benchmarks are adjusted or “normalized” to allow:

· comparison with other buildings

· tracking of building performance over time
Such adjustments typically require information about physical influences such as building size, location, and weather. More advanced benchmarking systems might include operational influences, such as occupancy and hours of operation.

According to the CEC, benchmarking “…is a beginning step in managing a building’s energy cost, one that should motivate the building’s owner or manager to take actions to improve the building’s energy profile.”
 Benchmarking scores can also help to justify financial investments.

1.3 Overview of the Current Benchmarking Plan
The overall plan for benchmarking commercial buildings in California is to develop a system that allows for relatively simple customer sign-up and automated energy data updates. The complete plan involves: 
4. choosing a benchmarking system
5. working with the State, utilities, and businesses to benchmark all commercial buildings

6. coordinating with utilities to implement automated energy data upload
7. tracking the progress of state buildings to ensure that the 20% reduction goal is met

1.3.1 Benchmarking System

In a September 2005 report, the Energy Commission recommended use of ENERGY STAR Portfolio Manager to benchmark California buildings. Portfolio Manager (PM) offers the ability to establish energy-use baselines and to compare energy-use intensity among buildings. The CEC based their recommendation on the perception that ENERGY STAR is a widely recognized and respected brand. Portfolio Manager is also considered the most widely used, simplest and best implemented web-based benchmarking tool available.
ENERGY STAR’s “Energy Performance Rating” (ENERGY STAR Rating) for buildings is a percentile rank based on a nationwide database of buildings. In their report, the CEC recommended clear communication to building owners that ENERGY STAR Ratings do not reflect comparisons among similar California buildings. Efforts are underway to develop a California-specific benchmark.
In the meantime, Portfolio Manager also reports several “Energy Intensity” measures for buildings (in kBtu/ft2) that allow for comparison of energy use between buildings and years. Both unadjusted and weather-normalized Energy Intensity values are available. These metrics might be more useful for California purposes than the ENERGY STAR Rating.  
A detailed overview of Portfolio Manager’s features and application to the California benchmarking goal are provided in Section 2.
1.3.2 Benchmarking of State and Non-State Buildings
The Green Building Action Plan explicitly calls on State buildings to be benchmarked by 2007.  As part of the Benchmarking Advisory Work Group, the Department of General Services will oversee the creation of a Portfolio Manager account for each department.

Once State building benchmarking goals have been met, the Benchmarking Advisory Work Group will focus on strategies for benchmarking non-State buildings. These strategies are likely to include:

· Encouraging utilities to benchmark program participants

· Working directly with owners of large or multiple buildings

· Coordinating with efforts of building owners associations and the real-estate industry

· Collaborating with the Flex Your Power campaign

1.3.3 Coordination with Electric Utilities

An accurate and up-to-date energy benchmark requires frequent (e.g. monthly) refreshing of energy-use information. To ensure timely and accurate energy-use data input, the Benchmarking Advisory Work Group is working with each utility in California to initiate automated data upload for each facility in the benchmarking database. This will substantially reduce the level of effort required of building owners to maintain the benchmarking information for their buildings, and is expected to greatly enhance the level of participation in benchmarking across the state.
1.3.4 Statewide Progress Tracking

As assigned in the Green Building Action Plan, DGS must “report to the Governor each year on progress toward attaining the 20% energy use reduction target for 2015 in State buildings, and make recommendations on any changes in rules or procedures to ensure this goal is met.“ To ensure compliance with this order, the Work Group is working with DGS and the US EPA to ensure that the State’s reporting needs are met.
2. The ENERGY STAR Benchmarking Tool: Portfolio Manager
The California Energy Commission has established that the US EPA’s ENERGY STAR Portfolio Manager will be the vehicle for benchmarking California buildings. The ENERGY STAR brand is known across the country, is associated with high quality and energy efficiency, and is highly credible. It is hoped that this brand recognition will help facilitate the recruitment of participants and widespread benchmarking. Moreover, Portfolio Manager has a well-designed web interface that facilitates the benchmarking process and subsequent reporting. The Work Group considers this to be the only tool capable of benchmarking all the buildings in California.
2.1 General Usability

Building owners and managers can create, view and edit facility data through Portfolio Manager accounts over a secure Internet connection. Users can enter as many buildings as they wish for their organization, and get individual benchmarking scores for each, allowing for comparisons and prioritization among buildings. Users can input facility data one at a time using web-based prompts, or, for those with multiple buildings, data can be provided all at once using spreadsheet templates. 
Once accounts are created, Portfolio Manager allows customizable views of summary information for all the facilities that have been entered.  Portfolio Manager accounts can also be shared with other Users. For example, each state department can share their portfolio of facilities with their lead agency, who can then share all of the department portfolios with DGS, the designated State reporting agency.
2.2 Benchmarking Inputs
Portfolio Manager’s various benchmarking scores control or “normalize” for chosen variables (e.g. building size and weather) so that energy-efficiency characteristics show through. These scores allow one to compare energy efficiencies between (1) similar facilities and (2) different years for the same facility. The following data are used to normalize the benchmarks provided by Portfolio Manager.
2.2.1 Energy-Use Data

The primary measure of concern for the benchmarking effort is energy use. Portfolio Manager requires 12 months of utility billing data to calculate a benchmark. Energy-use data must be entered for all consumption of electricity, natural gas or any other fuel (such as district steam or propane), for each metered account in the facility. The dates of and costs for each billing period should also be entered.

Currently, Portfolio Manager accepts and provides benchmarks for energy (kWh), but does not allow input for demand values (kW). Given California’s interest in reducing peak demand, the Work Group is currently urging EPA to make this an addition to the existing program.

2.2.2 Square Footage and Space Use
Because larger areas generally require additional space conditioning, lighting and plug loads, square footage is the most commonly used variable for normalizing energy-use benchmarks in Portfolio Manager. 

A single facility can incorporate multiple primary uses (e.g. office and/or warehouse) in addition to secondary spaces (e.g. parking garages), each having very different energy use patterns. If a single meter incorporates the energy use of several space-use types, Portfolio Manager requires that square footage for each space be entered separately.
2.2.3 Weather

For year-to-year comparisons, energy use can change significantly with annual differences in weather. For building-to-building comparisons, those exposed to more extreme temperatures are likely to require more energy. As described in see Section 2.3, some (but not all) of Portfolio Manager’s benchmarks account for these temperature differences. For a description of Portfolio Manager’s weather-normalization method, see Appendix D.
2.2.4 Occupancy and Plug Loads

In addition to facility area, use-type and temperature, benchmarks can be normalized by operational characteristics such as occupancy, hours of operation and plug load characteristics. This can allow for more accurate building-to-building comparisons by reflecting necessary operational differences. Currently, Portfolio Manager’s principal benchmark, the ENERGY STAR Rating, is adjusted to account for the number of occupants, weekly hours of operation, and number of PCs. Thus, two identical buildings with very different hours of operation – say one operating 40 hours a week and the other operating 80 hours a week – might receive the same ENERGY STAR Rating.
2.3 Benchmarks Available Through Portfolio Manager
As discussed previously, Portfolio Manager needs to satisfy two data issues raised in the Green Buildings Action Plan. The first is the need to establish a baseline against which the 20% reduction goal can be measured. The second is the need to provide benchmarks that can be used to compare buildings to each other. Following are the benchmarks currently provided by Portfolio Manager that might address these two needs.
2.3.1 Total Site Energy Use (kBtu)
The simplest benchmark Portfolio Manager calculates is total site energy use in kBtu. This is simply the total of all energy use over the previous year. 
2.3.2 Site Energy Intensity (kBtu/ft2)
Site energy is the most common convention used for discussing building energy consumption. Portfolio Manager calculates this benchmark as the totals of all energy used on site for the chosen year divided by the square footage of the facility, excluding any parking garages or lots. Data used to calculate this measure include: 

· Energy-Use Data

· Space Use

· Square Footage
2.3.3 Source Energy Intensity (kBtu/ft2)

This benchmark uses source rather than site energy use. Source energy use is a more accurate measure for use in comparing between groups of buildings that have different fuel mixes, particularly where environmental and economic impacts are of concern. Portfolio Manager calculates the Source Energy Intensity as the total source energy use for the chosen year divided by the square footage of the facility, excluding the square footage of any parking garages or lots. Data used to calculate this measure include: 

· Energy-Use Data
· Electricity conversion factor
· Space Use

· Square Footage

2.3.4 Weather-Normalized Source Energy Intensity (kBtu/ft2)
This benchmark is the Source Energy Intensity (above) normalized for weather. The process EPA uses to weather-normalize building energy data is described in Appendix D. Data used to calculate this measure include: 

· Energy-Use Data

· Electricity conversion factor
· Space Use

· Square Footage
· Location-specific weather data
2.3.5 ENERGY STAR Rating (1-100)
The ENERGY STAR Rating normalizes energy use for building, weather and operating characteristics. The resulting energy use indicator is then ranked against a nationwide database of buildings
 to provide the final percentile score between 1 and 100. To qualify for an ENERGY STAR label, a building must have an ENERGY STAR Rating of 75 or higher and must be certified by a professional engineer to meet all ENERGY STAR criteria.
Portfolio Manager requires the following facility data to calculate an ENERGY STAR Rating:

· Energy-Use Data

· Space Use

· Square Footage
· Location-specific weather data
· Weekly Operating Hours

· Number of Occupants

· Number of PCs

2.4 Reporting Capabilities
2.4.1 Reporting on an Individual Facility
The Statement of Energy Performance (SEP) provides information on the energy and environmental performance impact for any single facility with at least 12 months of energy data. The report can help support:
· LEED for Existing Buildings (LEED-EB) applications

· Mortgage, sale, and/or lease transactions

· Energy service company performance contracts

· Tenant/owner/customer communications

An eligible SEP is a required component of the ENERGY STAR application for official recognition as an ENERGY STAR Building. It must be signed and stamped by a qualified Professional Engineer before being mailed to the US EPA as part of the application.
2.4.2 Reporting on Multiple Facilities
Portfolio Manager allows users to create and view Custom Reports that list up to seven chosen attributes (see Appendix E) for each facility. The report is displayed in HTML format with the custom attributes heading each column and facility names heading each row.
A more formal Energy Performance Report can also be requested. This report summarizes energy performance for a group of facilities, either for a single year or as a comparison between two chosen years. Energy Performance Reports are emailed to the user in Excel format one business day after being requested. 
2.4.3 Planned Enhancements to Reporting Functions

The data expected to accumulate through widespread benchmarking of California buildings will be extremely valuable. It will not only give the State of California a clear picture of how efficiency is distributed among building types and locations, but it will allow population studies of building energy-efficiency changes over time. This information has the potential to be useful at all levels, from individual building owners, to corporations and state agencies, to utilities, to state policymakers and planners. The Work Group will work with ENERGY STAR to develop enhanced reports to meet these needs, and to develop the mechanisms for making them available to all levels of users. Some of the enhancements currently envisioned include:

· Energy usage values separated out by fuel type; e.g. kWh and therms (currently only total and average Btu values are provided)

· Totals for appropriate columns on the custom reports
· Providing energy-use benchmarks for multiple years in a single report
· Weather-normalized Site Energy Intensities (currently only Source Energy Intensities are available)

· Histogram graphs of values for all the facilities in a group

· Other department or agency-specific reports as needed

3. Plan for a California-Specific Benchmarking Tool
Portfolio Manager uses regression models derived from CBECS, a national database of buildings. In its 2005 report on benchmarking, the California Energy Commission stated a preference for a benchmark that utilizes California Commercial End-Use Survey (CEUS), a database of California buildings, and promised to conduct research and work with the US EPA to enhance ENERGY STAR’s Portfolio Manager to work better with CEUS data. To this end, the California Energy Commission has contracted with Oak Ridge National Laboratory (ORNL), the creator of the Portfolio Manager benchmarking tool, and Lawrence Berkeley National Laboratory (LBNL), the creator of the CalArch benchmarking tool, to coordinate with the Benchmarking Work Group in providing California-specific enhancements to Portfolio Manager. 
3.1 ORNL Statement of Work
Portfolio Manager’s regression-based benchmarking methodology was pioneered by the U.S. Department of Energy’s (DOE) Oak Ridge National Laboratory (ORNL) in the mid-1990’s.  Recently, the California Energy Commission has contracted with ORNL to apply this same methodology using the California building data in the CEUS database. More specifically, ORNL has been tasked with:

· Providing a methodology that can be used to benchmark energy performance in California’s commercial buildings
· Assisting the Energy Commission to ensure that the analytical benchmarking models developed from this work are successfully built into a state-wide implementation framework
· Identifying the potential for state-wide peak demand benchmarking.
At the same time, the EPA will work with ORNL to update the energy benchmarking capabilities for a variety of U.S. commercial building types by developing national regression models for each building type, based on the new 2003 CBECS database.  ORNL will also compare the CBECS data and the CEUS data to ensure that the national benchmarking methodology adequately represents the energy performance of California buildings.
3.2 LBNL Statement of Work
The California Energy Commission has contracted with Lawrence Berkeley National Laboratory (LBNL), the creator of the CalArch benchmarking tool, to coordinate with the Benchmarking Work Group in providing enhancements to Portfolio Manager. In particular, LBNL is tasked with:
· Analyzing available data (primarily CEUS) and developing innovative methodologies for benchmarking

· Defining the desired functionality of the tool

· Developing design documents and software specifications
· Designing, implementing and pilot testing a prototype of the tool
Based on Work Group experience to date, we will encourage the LBNL team to consider, at a minimum, the features described below.
3.2.1 Broader range of facility and space-use types
The ENERGY STAR Rating cannot be calculated for all buildings. To date, Portfolio Manager recognizes the following facility types:

· Office (General, Bank Branch, Courthouse or Financial Center)
· Acute or Children’s Hospital
· Hotel/Motel
· K-12 School
· Medical Office
· Supermarket/Grocery Store
· Dormitory/Residence Hall
· Refrigerated/Unrefrigerated Warehouse
Any facility for which at least 50% of the floor space does not fit one or more of these categories must be classified as “Other” in the Portfolio Manager system. Thus, many state facilities, including prisons and mental hospitals, are not eligible to receive an ENERGY STAR Rating. The same is true for many commercial building types, such as general retail establishments and restaurants. Other facility types that are not eligible for an ENERGY STAR Rating include:

· Facilities that share energy services with other facilities through a central plant without individual facility metering
· Buildings with on-site generation 
The Work Group will work with CEC contractors to ensure that other important facility and space use types are accounted for in the California-specific benchmarking tool.
3.2.2 End-use Efficiency
Currently, Portfolio Manager can only rate whole-building energy use. Thus, it may not provide sufficient detail to help building owners prioritize their energy-efficiency upgrades among the major end uses. Because energy use in commercial buildings is divided between several major end-uses (lighting, cooling, heating, plug loads, etc.), and because different strategies are needed to reduce the energy use for each end-use, it would be most useful to have a benchmarking tool that could break out the energy use among the different end-uses. The Work Group will promote a California-specific tool that addresses this by incorporating more detailed information about building energy systems. 
3.2.3 Ability to Distinguish Technical Efficiency from Operational Efficiency
Benchmarking of whole-building energy use reflects both the physical efficiency of the building and its energy systems and the operational efficiency of its control systems and occupants. The provision of separate benchmarks for these two areas would help building operators to determine which improvements might be most cost-effective. 
3.2.4 Benchmarking Scores on Utility Bills

Ideally, the up-to-date benchmarking scores for each building would be reported on the monthly customer bills in addition to being reported on the ENERGY STAR website. This might not be possible due to complex billing systems and unwillingness on the utilities’ parts to modify customer bills. 
4. Progress and Outstanding Issues

The Benchmarking Work Group is focusing on a few key technical issues that must be addressed before widespread benchmarking of California buildings can be attempted. Below are discussions of these issues and an overview of progress to date.
4.1 Data Issues

Some of the issues relating to gathering and providing the input data needed for benchmarking include difficulties associated with multiple utilities, multiple meters, multiple buildings, monthly or annual updating, confidentiality, comparability, accuracy, etc. There are also issues relating to data management and repository. Following is a list of issues that have been or are in the process of being addressed.
4.1.1 Customer Confidentiality & Sign-On
Customer billing data is confidential information, and there must be suitable controls to ensure that it is only used for the intended benchmarking purposes. The Work Group has facilitated a process by which each customer will authorize the routine release of the utility billing data for each facility, with concomitant assurances from the utility that the data will be kept confidential and not misused. There are also mechanisms for a customer to cancel their participation at any time for any reason. The data release form designed by the Work Group for customers to submit to each of their service providers is given in Appendix G.
4.1.2 Account Initiation
As described previously, facility owners or operators must provide a variety of facility descriptors (e.g. building space use, square footage, occupancy, hours of operation) to initiate a benchmarking account. This can be done one facility at a time through the website or for many facilities at once using Excel templates available on the Portfolio Manager website. 
The Work Group will help coordinate the input of data and upload of templates for all of the roughly 1,600 facilities in the State Property Inventory, and will continue to facilitate data upload procedures for non-state facilities on an as-needed basis. For a more detailed description of the account initiation strategy, see Appendix F.
4.1.3 Energy-use Data Upload
The largest California utilities have indicated high-level support for the widespread benchmarking of buildings in their service territories. In cooperation with these utilities and the Work Group, the US EPA has designed a method for automated data transfer (using XML) between the utilities and the Portfolio Manager database (see Appendix F for a general overview).

Our goal is to convince each of the more than 50 utilities (see Appendix C) serving California customers to agree to these data-transfer protocols. Discussions are underway to assess the capabilities of the current system for use with all of the utilities for all of the buildings in California.

Once the upload mechanisms are worked out, the Work Group will also encourage the utilities to offer benchmarking data upload to all of their customers. Costs might be covered using energy-efficiency funds or fees paid by customers.

4.2 State Agency Coordination
The Green Building Action Plan directs all state agencies to benchmark their buildings by 2007. Both the Department of General Services (DGS) and Department of Transportation (CalTrans) have agreed to provide their building data for testing the system. There are several state-specific issues that need to be addressed in order for state building benchmarking to succeed.

4.2.1 Account Creation and Maintenance

The Department of General Services, with the help of the Work Group, is setting up a mechanism to assist the 34 State Departments in creating Portfolio Manager accounts (see Appendix F). Thereafter, a benchmarking lead at each Department will be responsible for ongoing maintenance of the database and reports. The Work Group will identify the responsible person for each Department and support their understanding of their responsibilities. The ENERGY STAR system provides training and information to support this activity, but additional, state-specific training may be needed.

4.2.2 Master Accounts and Agency Reporting

Through Master Accounts, the Portfolio Manager system allows for several Department portfolios to be viewed by the appropriate State Agencies. The Work Group will designate a Lead for each of the 13 State Agencies. Each of the 34 Department Leads will grant account access to the appropriate Agency Lead. The Agency Lead will then be able to generate reports on the entire group of shared buildings, and to report agency progress to management.

4.2.3 Statewide Reporting

The State must designate a State Benchmarking Lead, presumably at DGS as indicated in the Green Buildings Action Plan, to whom each Agency Lead can grant account access. This reporting lead will then be able to generate reports on all state buildings, and to report state buildings progress to the Governor’s office.

4.3 Non-State Organizational Issues

Once State facilities are benchmarked in accordance with the Green Building Action Plan, the Work Group will turn its attention to the benchmarking of non-State buildings. Our efforts are expected to include: 
· Encouraging utilities to benchmark program participants

· Working directly with owners of large or multiple buildings

· Coordinating with the efforts of building owners associations and the real-estate industry

· Collaborating with the Flex Your Power campaign

Appendix A. Oversight of the Benchmarking Action Plan
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Appendix B. The Benchmarking Work Group and Collaborators
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Appendix C. California Utilities
	Alameda Power & Telecom
	City of Palo Alto
	Pacific Gas & Electric Company

	Anza Electric Cooperative
	City of Redding
	PacifiCorp

	Avista Energy
	City of Riverside, PUD
	Pasadena Water and Power

	Azusa Light & Water
	City of Roseville
	Plumas-Sierra Electric Coop

	Bear Valley Electric Service
	City of San Francisco
	San Diego Gas & Electric Co.

	Burbank Water & Power
	City of Shasta Lake
	Sierra Pacific Power Company

	Calaveras Public Power
	City of Ukiah
	Silicon Valley Power

	City of Anaheim
	City of Vernon
	Sacramento MUD

	City of Banning
	Glendale Water & Power
	Southern California Edison Co.

	City of Biggs
	Hercules Municipal Utility
	Southern California Gas Co.

	City of Coalinga
	Imperial Irrigation District
	Southwest Gas Corporation

	City of Colton
	LADWP
	Surprise Valley Electrical Corp.

	City of Escondido
	Lassen MUD
	Trinity Public Utility District

	City of Gridley
	Long Beach Gas Dept.
	Truckee-Donner PUD

	City of Healdsburg
	Merced Irrigation District
	Tuolumne County Public Power

	City of Lodi
	Modesto Irrigation District
	Turlock Irrigation District

	City of Lompoc
	Moreno Valley Utilities
	USBR WAPA Central Valley Proj.

	City of Needles
	Mountain Utilities
	Valley Electric Association


Appendix D. Energy Star’s Weather Normalization Method

The process EPA uses to weather normalize building energy data as part of the national ENERGY STAR Rating system involves the steps described below. This process is based on E-Tracker, a software tool developed by Dr. Kelly Kissock of the University of Dayton.

8. Based on its zip code, a building’s monthly electricity consumption is regressed against the corresponding monthly average daily temperatures for that area to determine the building’s response to the actual weather conditions experienced. 

9. If one month’s electricity consumption is significantly different from the building’s average monthly consumption (i.e., at least 50% higher or lower than the mean), that month’s value is not included in the regression analysis. 

10. Based on the results of the regression analysis, historical, 30-year average values for monthly average temperatures are then used to normalize the building’s actual 12-month electricity consumption data up or down. 

11. Steps 1 and 3 are repeated for non-electric energy consumption — specifically just natural gas and district steam — to normalize the building’s actual 12-month non-electric energy consumption up or down. The outlier test in Step 2 above is not performed for non-electric fuels since usage of these fuels often varies widely over the course of a year. Also, weather normalization on non-electric fuels other than natural gas or steam is not attempted since actual monthly consumption is typically not precisely known. Nonetheless, consumption of non-electric fuels other than natural gas or steam (i.e. fuel oil) is collected and included as part of the building’s total energy use within Portfolio Manager. 

12. The normalized electricity and non-electric energy consumption values are then added together to determine the building’s weather normalized annual energy consumption. The total weather normalization adjustment is limited to a maximum adjustment of +/- 15%. 

13. The resulting normalized energy use is used to determine the building’s ENERGY STAR Rating. 

Because it relies on monthly average daily temperature data, Portfolio Manager cannot weather normalize energy data entered as a single value covering several months or more. Buildings with this type of data can receive a rating, but are not eligible for the ENERGY STAR label.
Appendix E.  Available Fields for Custom Reports
	ENERGY STAR Rating 

· Baseline Rating (1-100) 

· Current Rating (1-100) 

· Target Rating (1-100) 

Period Ending Dates 

· Baseline Energy Period Ending Date 

· Current Energy Period Ending Date 

· Water Use Period Ending 

Site Energy 

· Baseline Site Energy Intensity 

· Current Site Energy Intensity 

· Site Energy Intensity (for Avg. Rating of 50) 

· Target Site Energy Intensity 

· Total Site Energy Use 

Source Energy 

· Baseline Source Energy Intensity 

· Baseline Weather Normalized

· Source Energy Intensity 

· Current Source Energy Intensity 

· Current Weather Normalized

· Source Energy Intensity 

Financial Indicators 

· Annual Energy Cost 

· Annual Energy Cost per Sq. Ft. 

· Cumulative Investment in Facility Upgrades 

· Cumulative Investment per Sq. Ft. 
ENERGY STAR Application Information 

· Eligibility for the ENERGY STAR 

· ENERGY STAR Application Status 

· Energy Use Alerts 

· Full Year 

· Space Use Alerts
	Organizational Descriptors 

· Building Owner 

· Building Profile Status 

· Building Type 

· City 

· County 

· Last Modified 

· Service and Product Provider 

· State 

· Zip Code 

Water 

· Annual Indoor and Outdoor Water Cost 

· Annual Indoor and Outdoor Water Use 

· Annual Indoor Water Cost 

· Annual Indoor Water Use 

· Annual Indoor Water Use per Sq. Ft. 

· Annual Outdoor Water Cost 

· Annual Outdoor Water Use 

· Wastewater/Sewer Cost 

· Wastewater/Sewer Use 

· Water Use Alerts 

Building Characteristics 

· Number of Occupants 

· Number of Students 

· Total Floor Space 

Energy and Environmental Savings 

· Adjusted Energy Reduction per Sq. Ft. 

· Adjusted Energy Reduction

· CO2 Reduced 

· Percent Energy Reduction 

· Unadjusted Energy Reduction per Sq. Ft. 

· Unadjusted Energy Reduction. 


Appendix F. State Building Data Upload Strategy
Terminology

· Service ID – utility’s unique identifier for the service agreement (SA)

· Facility name – User’s name for the facility

· Building ID – PM’s unique identifier for the facility

· Meter name – User’s name for the utility SA

· Internal Meter ID – PM’s unique identifier for the utility SA

· External Meter ID – utility’s unique identifier for the SA (=Service ID)
Data Structure


[image: image2]
Data Mapping


[image: image3]
Basic Account Creation Strategy for State Buildings
1. DGS directs Dept. leads to add Service IDs from utility bills to the existing State Property Inventory list and return to DGS
2. DGS populates Portfolio Manager templates and uploads to create new accounts

3. Dept. leads designate sharing with Agencies; sign data release forms containing all Service IDs and send to utilities

4. Utilities use Service IDs from Depts. to initiate energy data upload for new accounts

5. Accounts ready to be used

Data Responsibilities
Facility manager
· Facility name, address, year built.

· Space floor area (ft2), operating hours, occupants, PCs.

· Energy service provider, meter description, service ID

Service provider (utility)

· Energy type, unit, start date, end date, kWh use, max kW use,
 cost 

Appendix G. Customer Data Release Form

The Benchmarking Work Group developed the accompanying Data Release Form (below) in cooperation with the participating IOUs and state agencies.  It is a simplification of the standard release form that the IOUs use for their customers to authorize a variety of actions regarding their account administration.  The Work Group believes that, in order to achieve widespread benchmarking of both public and private sector buildings, there should be as few impediments as possible.  The standard form was substantially more complex and legalistic than it needed to be for the simple purpose of releasing billing data to EPA for benchmarking purposes. The major simplifications, and the associated rationale, include:
 1) Single purpose form for multiple buildings - This form will be used solely to authorize automated data releases from the utilities to the EPA.  The customer will be able to list multiple facilities and billing data on a single form (a table will be printed on the back for this purpose).
 2) No need for indemnification - The standard form requires the customer to indemnify the utility from any liability associated with the release of the data to EPA; the simplified form only requires the customer to "release and hold harmless" the utility.  The first problem with requiring indemnification is that state agencies (and likely most other public agencies) are forbidden by the state Constitution from indemnifying any entity.  Likewise, many private entities may be equally reluctant to indemnify.  Given the limited data release being authorized, it is hard to see a risk of a third party suing the utility, because only the customer would be harmed if the data were somehow mishandled.  That being the case, there is no party against whom the customer would be indemnifying the utility. The requirement that the customer "release and hold harmless" the utility would prevent the customer suing the utility. 
 3)  No need for perjury penalty - The standard form requires the customer to sign the release under penalty of perjury.  State attorneys have raised the question of why that is necessary, and posed a question to the utilities:  "The remedy for this transgression is a criminal charge of perjury. The criminal charge of perjury cannot be pursued unless the party demanding the assertion has the authority to do so. What is that authority?"  This question was not answered.  The simplified form includes a statement that the person who signs the document also is declaring that he has the necessary authority to do so.  This means that he's lied if the declaration is false, and lying on a contract is illegal and actionable. While the standard form includes a fairly routine perjury statement, many customers will want to check with their attorney or liability insurer before signing it, as the state agencies did.  The simplified form avoids this problem and removes another possible impediment to widespread benchmarking, while still reminding the customer that only an authorized person can sign the release.
4) No need for assurances of data security - Utilities have a fiduciary responsibility to their customers to ensure that customer data will be protected from unauthorized disclosure.  There was a concern that the EPA benchmarking computer systems might not be sufficiently secure, and that, if this were the case, the utilities might be negligent in releasing data to EPA.  PG&E's data security personnel presented a series of technical questions to the EPA's benchmarking computer administrators, and were satisfied that EPA enforces good security procedures (see Appendix __.  This removed their concern about releasing customer data to EPA; it is expected that other utilities will either accept PG&E's judgment on this, or will seek similar assurances directly from EPA.  Consequently, the issue is not raised on the data release form.  On the simplified form, the utility does not provide any assurances directly to the customer about EPA's data security procedures, because that would be EPA's role. If a customer had concerns about their billing data, they should address them directly with EPA. By signing the release form, they are releasing the utility from any liability associated with carrying out their request and sending the data to EPA.


Appendix H.  ENERGY STAR System and Application Security

All ENERGY STAR Systems and Applications conform to the requirements of the Federal Information Security Management Act (FISMA) (more about FISMA can be found at http://csrc.nist.gov/sec-cert/).

Physical Security

Both the SRA contractor facilities and EPA-procured ENERGY STAR hosting facilities have been certified and accredited by the Office of Management and Budget (OMB) as complying with FISMA requirements.

Security Planning

ENERGY STAR has developed and maintains a comprehensive information security plan.  This plan ensures that appropriate measures are consistently put in place to protect the security and confidentiality of the information stored in ENERGY STAR systems.  All IT contractors for ENERGY STAR are required to adhere completely to these rules of behaviors and to help implement and enforce these measures.

IT Contractor Data Handling

For very specific processes, such as Portfolio Manager Building Imports, ENERGY STAR IT contractors are required to directly handle information submitted by ENERGY STAR stakeholders.  The primary use of this information, by those IT contractors, is to successfully import it into the ENERGY STAR system.  Any information submitted directly to IT contractors by ENERGY STAR stakeholders is secured through password-protected systems with access provided exclusively to those staff members who are required to perform imports.  The data provided is reviewed by technical specialists solely for the purpose of ensuring data integrity prior to importing it into the ENERGY STAR system.  There is no disclosure to any parties outside of the technical support group.
Application-level Security

For all ENERGY STAR applications that require secure and confidential handling of information, several standardized security measures are provided:

1. All secured ENERGY STAR applications require a username and password

2. All secure transactions are conducted over a Secure Sockets Layer (SSL)

3. All passwords are encrypted within the ENERGY STAR database

	Title: 
	ASP Questionnaire 

	Date:                                       July 2006

	Contact: 
	ISS Security Engineering 


	Background Information

Name of application being hosted for PG&E ________ENERGYSTAR on the  CPPD_LAN____________

Approximate number of Users that will access application _____7500  users________________________ 

Name and contact information of individual responsible for Information Security _James Berry james_berry@sra.com_____703-284-6131_________________________________________________ 

Number of IT employees for this location _______11 employees__________________________________ 

Number of IT employees devoted to IT security function___________7 employees____________________ 

Number of Internet accessible applications being hosted at this location. ____7 applications_____________ 

Number of customers that applications are being hosted for _____1 customer_______________________ 

Describe the languages used for coding. ___HTML, PLSQL, ColdFusion, Java_______________________ 

What sever operating systems are implemented? __Windows 2000 & 2003, Linux Redhat and FreeBSD 6.1___________ 
What database applications are implemented? ______integrated Strategic Tracking and Recruiting (iSTAR) database, and Energy Star Exchange Services (ESES)_____________________________ 

Will PG&E data reside on servers dedicated to PG&E? __No_____ If not will PG&E data reside in its own instance of a database? ___No______ 

Attach a diagram of the hosting environment including firewalls, web, application, database, and authentication servers. 

 We do maintain a current diagram of the system however, for security reasons we can not give out this data.


	Questionnaire

1. Do you have a published information security policy?  We do have a Published System Security Plan.


Will you provide a copy to PG&E?  Due to security reasons we can not provide a copy.
2. Does your system security plan meet industry standards such as ISO 17799? Yes, FIPS 199 and NIST 800-53.
3. Have independent assessments of your information security program been performed?   Yes, a Risk assessment was done in 2003.  The next one is scheduled for Nov., 2006.  A TVA penetration test was also completed in 2005.

Have identified vulnerabilities been remediated? Yes.

If not, what is the planned schedule? 

Will you provide a copy to PG&E? No


Note: If the responses to Questions 1 to 3 are yes, and the requested information will be provided to PG&E, then responses are not required for the remaining questions. If any responses to Question 1 to 3 are no, or if the requested information will not be provided, then complete the remaining questions. The responses must be sufficiently detailed to evaluate the controls that have been established. The controls will be evaluated against industry practices such as ISO 17799. Incomplete or negative responses may adversely impact PG&E's ability to utilize the services offered. 

	1. Describe the controls that have been established and implemented to physically protect equipment from environmental threats, hazards and to control physical personnel access. 

The Tier 1 hosting facility is C&A’ed and provides multilevel security via badge and biometric controls (24 hours/day & 7 days a week).  

The facility protects against environmental threats and hazards by implementing a climate controlled room, UPS back up system, fire suppression system, emergency lighting, and the building meets current municipal and federal standards for construction and integrity.  



	2. Provide a description of the security policies, principles, standards and compliance requirements established for the scope of work that PG&E has requested. Provide a listing of published security procedures. 

All of the above information is detailed in our System Security Plan (SSP).  Due to security reasons we can not provide details here.  Please see attached for a copy of the Table of Contents for the SSP for more information.


	3. Describe the controls that have been established for granting third party access to the computing environment including PG&E's information. 

Interconnection Agreements, Memorandum of Understanding (MOU) and Rules of Behavior (ROB) documents are required to be read and signed before any access is given to a third party to the EPA’s Climate Protection Partnerships Division (CPPD)-LAN.

	4. Describe the process for responding to and the reporting security incidents. 

The CPPD-LAN has a well documented process for dealing with security incidents.  Due to security reasons the documentation is held private and can not be attached.  In general, the system is continuously monitored for any signs of breaches in security both by system tools and staff.  Incidences are reviewed, documented, and responded to in a timely fashion. Once the incident is reported, the client is notified who will then Notify FedCERT as needed.




	5. Describe the controls that have been established and implemented to assure that all operating systems (i.e.: servers, firewalls, routers), applications, databases have been patched to reduce security exposures and that the established security configurations are maintained. Include a brief description of how malicious code attacks are mitigated. 

A standard, approved suite of maintenance tools are used to reduce security exposures and that the established security configurations are maintained. The tools used include Windows WUS and the bundled Red Hat Linux patch management tool.  These tools are subject to patching and update as needed.  Other Linux based Operating Systems require manual patching within the designated maintenance window.

Malicious code attacks are mitigated by maintaining compliance with CMMI Level III coding standards, IDS, monthly security audits, and frequent patch management prevents malicious code from entering the GSS.



	6. Describe the controls that have been established to assure that applications are not vulnerable to threats such buffer overflow attacks, unauthorized URL manipulations, etc.) 

Nessus and Intrusion Detection Systems (IDS) is used to secure against buffer overflow and unauthorized URL manipulations.


	7. Describe the level of logging and retention period for firewalls, applications, databases, and operating systems; include a brief description of how log monitoring for security events occurs. 

We log all activity for our web, application and development servers.  Intrusion Detection Systems (IDS) are used to log various other security related data.

	8. Describe the controls that have been established and implemented for remote access for administration into the IT environment. 

Remote access for administration is done through a VPN and SSH connection.  Both of these  methods provide obfuscation of data transmissions through encryption including encryption of identification and authentication data

	9. Describe the controls in place to detect intrusions or unauthorized access to the IT environment. 

Various tools are used to ensure there are no intrusions and unauthorized access to the IT environment. Examples of the tools used are Firewalls, IDS, and Nessus.  Any intrusions are detected and reported to relevant staff.


	10. Describe the controls that have been established and implemented for sanitizing or disposing of media that contain information related to the PG&E. 

While limited output is made from the system, proper disposal and/or sanitization of media is still required.  The following policies are to be used, as applicable:

· Tapes used for backups are reused within the system.  Should a tape become damaged or worn, the tape will be rendered unreadable by being disassembled, and the media physically destroyed.

· Hard disks will be reformatted, to include multiple sequential reformatting if sensitive data is contained on the drive, prior to reuse or disposal.  If the hard disk is to be disposed of, it will be disassembled, and the platter shattered

· Paper Output from the CPPD-LAN system is placed in brown paper bags exclusively for disposal of sensitive information, as applicable.  The paper is then handled by SRA’s secure disposal contractor, for destruction.

· Floppy Disks and compact discs should be broken prior to disposal.  If being reused, the data contained on the disk should be considered, and deleted or reformatted if necessary.

.


	11. Describe the controls that have been established and implemented that provide for authentication and control the authorization of personnel, applications, or processes to information related to the PG&E. Include roles established for users, customers, employees and personnel with administrative access rights. If passwords are primary method of authentication, provide an explanation detailing minimum password strength, password aging, and method of storage. 

Identification and Authentication is detailed in the project’s SSP and in a password policy document.  A brief overview of the information contained with in these documents is given here. 

An Access Control List (ACL) for CPPD-LAN is maintained for the system in order to ensure that only authorized users can obtain access to system resources.   The CPPD-LAN hosting facility maintains the physical access control list and SRA maintains the firewall access control for remote administration.

The Project Manager makes the determination when an individual should receive access and defines the access permissions that are required by designating a group the user should be in and sends a request to the administrative staff.

The password policy is:

The password must be changed every 90 days.
The minimum length of your ENERGY STAR password is eight characters.

New passwords cannot repeat any of your previous passwords.

Does not contain all or part of the user's account name (username).

Does not contain words that can be found in a dictionary for any language.

Contains characters from three of the following four categories: 

English upper case characters (A through Z) 

English lower case characters (a through z) 

Base 10 digits (0 through 9) 

Non-alphanumeric symbols (e.g., !, $, #, %) 



	12. Describe any cryptographic controls that have been implemented to protect data during transmission or storage. 

Data is protected during transmission or storage by using firewalls and encryption methods.



	13. Describe the controls that have been established to verify compliance with security requirements. Include activates such as audits, monitoring, assessments, or testing. 

CPPD-LAN conducts audit logging at the operating system, database, and network layers.  Native audit logging functions are enabled for all Windows and Linux servers.   Most importantly, CPPD-LAN conducts audit logging using its dedicated security server and an auditing toolr.  Robust logging of network and security events is conducted using this tool.  

The auditing tool provides robust, real time audit log analysis and reporting.  It is highly configurable and a strong, event driven profile has been created to guarantee that the system staff is alerted during any unusual incidences.  Due to the fact that highly configurable real-time analysis and reporting are conducted using this tool, it has been determined that no requirement exists for regular manual review of the audit logs, in the absence of a specific problem.


	14. If subcontracting occurs to support the scope of work provided to PG&E, provide a description of the controls established and implemented to assure that PG&E's requirements are passed down to and implemented by the subcontractor. 

No subcontracting occurs.

	15. Describe the business continuity controls that have been established and tested to mitigate the consequences of disasters, security failures, and loss of service to ensure timely resumption of essential operations. 

In the event of a major business disruption, new hardware will be purchased as needed and the system will be rebuilt using backup or project production data.  

Strong backup procedures are in place in the event that a restore is needed.  These procedures include:

Daily, full backups are performed to tape and backup servers.

Offsite storage of monthly backups. 
 The original system software is stored in a fireproof safe in the SRA Clarendon office, and the application software is also stored off site in a fireproof safe.  
Data stored on backup tapes is manually tested to ensure file system and data integrity on a quarterly basis.
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� Source: Benchmarking System for California Commercial Buildings - Plan, Timetable, and Recommendations, CEC Report CMF-400-2005-051-CMF, September, 2005


� The Commercial Building Energy Consumption Survey (CBECS)


� From � HYPERLINK "http://www.energystar.gov/index.cfm?c=business.bus_weather_normalization" ��http://www.energystar.gov/index.cfm?c=business.bus_weather_normalization�


� (From the Portfolio Manager Glossary: � HYPERLINK "https://www.energystar.gov/istar/pmpam/help/Glossary_ABC.htm" ��https://www.energystar.gov/istar/pmpam/help/Glossary_ABC.htm�) The reduction in energy use in kBtu between the baseline and current 12 month evaluation periods, adjusted for changes in space attributes and weather.  This adjusted savings corresponds to the Percent Energy Reduction metric. If there is no reduction, or the energy use has increased, this will display as "No Savings".


� Portfolio Manager does not currently support demand data (kW). This is a planned enhancement.
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